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Decision/action requested
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Rationale

Add content for solution 4b
4
Detailed proposal
*********************     Start of change   *****************************************

4.2.1
Solution Overview
 
This solution involves a key exchange protocol being run between the UICC and the home network HSS, in order to create a newly agreed Ki value to replace the existing one. This key agreement protocol is transporting over SIM OTA.

NOTE 1:
In clause 4.2, the terms "UICC" and the "HSS" are referred to. These should be understood as shorthand, referring respectively to the "device's UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

NOTE 2:
In clause 4.2, the GSM term "Ki" to refers to the long-term shared secret key stored in the UICC and the HSS – assuming that NextGen security remains largely based on such a shared secret key. The UMTS or LTE equivalent would be K. The terminology for NextGen is not yet decided.

4.2.2
Architecture overview

Editor's note: This clause details the architecture.

4.2.3
Implementation Recommendations

Elliptic Curve Diffie Hellman is recommended as a suitable key exchange algorithm.

Exposing the HSS to update may introduce new risks, and so should be handled with great care. It is possible to run the key exchange protocol with a proxy for the HSS rather than with the HSS directly. 

It is recommended that the update protocol take place over 3GPP-standardised signalling, rather than over the internet; and it is also recommended that the HSS, rather than the UICC, be the entity to trigger the update protocol. With these two points in mind, it is recommended for simplicity that the update protocol be carried out by the HSS directly, rather than by a proxy.

The key exchange protocol should be authenticated using the pre-existing shared secret, so that an attacker who does not already know the secret cannot act as man-in-the-middle at all. An attacker who does already know the secret may be able to act as man-in-the-middle during the key exchange protocol; however, a good protocol design can ensure that this attacker will have to remain as an active man-in-the-middle, essentially forever, in order to exploit that.

Using a key exchange protocol raises a risk that this protocol itself might be compromised over the lifetime of Next Generation Systems (perhaps using quantum computers), and allow newly-exchanged keys to be recovered by an attacker. One counter-measure is that where parties to the protocol already have a shared secret (e.g. the UICC and HSS already share Ki), then this existing shared secret should be fed into the new key derivation function, together with the output from the key exchange protocol. That way, an attacker would have to know the existing shared secret and compromise the key exchange to learn the newly derived secret. A suitable key derivation algorithm can use HMAC-SHA256, as defined in 3GPP TS 33.220 [13], as follows:

new Ki = KDF (key exchange protocol output, initial Ki)

where "key exchange protocol output" refers to the shared secret resulting from the key exchange protocol, and "initial Ki" refers to the Ki value that was shared between the UICC and the HSS before the protocol was run, and that was used to authenticate the key exchange.

4.2.4
Example implementation

Editor's note: This clause details an implementation of this solution.
************************************   end of change  *******************************


